
mhackeroni @ DEFCON 31 CTF & Hack-A-Sat 4 - Forum Cyber 4.0



Who am  I?

Marco Festa - @marcof_92 - marco.festas@gmail.com 

Computer Science and Engineering @ Politecnico di Milano. 

Capturing flags with TowerOfHanoi since 2014

Red Team @ Intesa Sanpaolo - 2018

Security Researcher @ CrowdStrike since - 2021

Founder @ mhackeroni - 2018



What is a CTF?

Capture The Flag

IT security-oriented competition

Try to break into applications / systems

… to get flags: flag{this_is_a_secret}



What is a jeopardy CTF? 



What is a jeopardy CTF?



What is a jeopardy CTF?



What is a jeopardy CTF?



What is a jeopardy CTF?



Where is a CTF?  ctftime.org



Ethical hacking in Italy…              2004

2004 2005

Tower of Hanoi
(Politecnico di Milano)

● 1st at UCSB iCTF 2004
● 1st at UCSB iCTF 2005



2004 2005 2007 2008 2009

c00kies@venice
(Ca’ Foscari Venezia)

● 3rd at UCSB iCTF 2010
● 3rd at RuCTFe 2017
● 2nd at RuCTF 2018

Ethical hacking in Italy…              2009



2004 2005 2007 2008 2009 2016

Top 500 teams:

+ JBZ

+ TowerOfC00kies
(TowerOfHanoi + c00kies@venice)

Ethical hacking in Italy…              2016



2004 2005 2007 2008 2009 2016 2017 2018

Ethical hacking in Italy…              2017

Top 500 teams:

+ TheRomanXpl0it
(Sapienza)

+ Spritzers
(Università Degli Studi di Padova)



TowerOfHanoi
(Politecnico di Milano)

2004 2005 2007 2008 2009 2016 2017 2018

= + + +

Our simple goal:
Compete in the DEFCON CTF!

Ethical hacking in Italy…              2018

c00kies@venice
(Ca’ Foscari Venezia)

TheRomanXpl0it
(La Sapienza Roma)

Spritzers
(Università di Padova )



World’s largest hacker convention - Las Vegas
> 30.000 attendees in 2018



DEFCON CTF
During the year each team tries to qualify to the greatest of all CTF



Let’s qualify!

DEF CON Quals @ Politecnico di Milano, May 2018
mHACKeroni @ DEFCON Quals
May 2018 @ NECSTLab, Milan



Our results pre 2018 in DEF CON CTF QUALS?

• 2012: Tower Of Hanoi - 34th
• 2013: Tower Of Hanoi - 53rd
• 2014: Tower Of Hanoi - 51st
• 2015: Tower Of Hanoi - 36th
• 2017: Tower Of Hanoi - 30th
• 2018: mHACKeroni - ...









So this is the result!

.. over 600 teams worldwide



So this is the result!



So this is the result!



mhackeroni in 2023?

• A group of friends who still plays CTFs  while developing their 
career in the Infosec world

• Promoting Information Security culture and spreading passion 
to new students and enthusiasts

• New friends joined us                                   

• Since 2023 CERTIFIED SATELLITE HACKERS 🛰



Hack-A-Sat ?

• First CTF style hacking competition with space security in mind

• 4 year project by the Department of the Air Force U.S.A.

• Remote qualification round + on site finals during DEFCON

• Hacking a real satellite ??



Qualification rounds 2023



DEFCON CTF & Hack-A-Sat 4 FINALS  

Las Vegas, 11th - 13th August 2023

2 simultaneous CTFs Finals 😲



Game Rules: DEFCON CTF
• Attack and defence CTF 

– GOTO next_slide

• King Of The Hill challenges
– Each team submits an optimal solution for the problem
– The first X teams gets point
– Every turn teams can submit new solution the climb rankings

• Live CTF
– 1vs1 speed hacking contest



What is an Attack & Defense CTF?
• In an A&D CTF, teams are each given the same set of vulnerable 

server software. 

• Within the game network, teams will launch attacks against each 
others servers hoping to exploit the vulnerabilities they've found. 

• Teams will need to properly patch their software so that it is 
protected against these exploits and functions normally.

• Teams receive points for extracting flags, properly defending their 
flags, and keeping their servers operating normally.





What is an Attack & Defense CTF?
• Organizers network diagram



What is an Attack & Defense CTF?
• Ours



What is an Attack & Defense CTF?
• RuCTF T-1



What is an Attack & Defense CTF?
• RuCTF Arena



DEFCON CTF challenges: LIVE CTF



How do we fly 60+ people to Vegas?

Winning prizes from other CTFs… 

RCTF 2018:
3rd Place

W CTF 2018:
2nd Place

Google CTF 2018:
19th Place



… but, above all, thanks to our sponsors & supporters!

How do we fly 60+ people to Vegas?



mhackeroni arrives in Vegas 

Or Venice ?!? We are 
a bit confused.. 



Our main concerns & planning

1. Team structure and organization

2. Internet connectivity & Network

3. Hardware

4. Tools



SuiteArena

1. Team structure and organization



● Hotel LAN
● LTE Sim Cards & Antennas
● Radio Bridge to another hotel
○ Bellagio?

2. Internet connectivity & Network: uplink



2. Internet connectivity & Network: uplink 

● Hotel LAN ✅ (we got lucky)
● LTE Sim Cards & Antennas
● Radio Bridge to another hotel
○ Bellagio?



2. Internet connectivity & Network: local network

Network layout 
● VPN router (on AWS) to connect 

all the subnetworks we defined

● 4 fiber-connected switches (in red)

● 3 wifi AP (in green)

● Ironman + multiple mini PCs (in fuchsia)



2. Internet connectivity & Network: local network

Play the Sysadmin CTF!



2. Internet connectivity & Network: local network

Play the Sysadmin CTF!

T-1 👌



3. Hardware



3. Hardware



4. Tools: locally hosted services



4. Tools: our custom CTF tools
doublethink            flappyflag            reverse-chall-exploiter            burrito

cocktail-bar-speakeasy            tunniceddu            kastykpr            bnhooker

attacker-toh            salamella-preload            IDArling            toh_backdoor

tanuzzo            toh_submitter            flowtracer

10000+ Python loc
4000+ C/C++ loc

Thousands of JS, bash, go loc



4. Tools: Flag Submitter



4. Tools: Tunniceddu



4. Tools: monlighter track



Game Rules: Hack-A-Sat 4 finals
• 5 Teams invited

– mhackeroni, SpaceBitsRUS, PolandCanIntoSpace, jmp fs[rcx], KrautSat

• 50k$ Cash Prize
• Mix of jeopardy and on-orbit challenges

• An actual orbiting satellite as a target: moonlighter
– Launched on June 6th with SpaceX CRS-2 Falcon 
– Hosted on the ISS and deployed in orbit on July 6th
– 3U CubeSat (30x10x10cm) with multiple sensor and actuators:

• Gyroscope, camera, radio, earth/horizon sensor, L1/L2 GPS Antennas, 
X/Y/Z axis reaction wheel



Game Rules: Hack-A-Sat 4 finals
• Risc-V Machine
• Running LUA
• 100Mhz
• Can Communicate with Subsystem  
• Very Slow Feedback (need another pass)



Game Rules: Hack-A-Sat 4 finals



Game Rules: Hack-A-Sat 4 finals
Contact Window (Upload Payload)



Game Rules: Hack-A-Sat 4 finals
Contact Window ( Run )



Game Rules: Hack-A-Sat 4 finals
Contact Window ( Download )



Game Rules: Hack-A-Sat 4 finals



Game Rules: Hack-A-Sat 4 finals



Hack-A-Sat 4 challenges: Shutterbug

Take a picture of objectives in targets.yml . 

Avoid the prohibited zones. 

Use the Attitude Control System.

Due to issues with the reaction wheel on the Z axis, we decomposed this rotation in three components on the 
remaining two body axes (i.e., X and Y). We output these three SciPy rotation objects in quaternion form and 
scheduled commands accordingly.

We utilized the following script to visually identify which targets were not enclosed within a geofence.



Hack-A-Sat 4 challenges: Shutterbug



Hack-A-Sat 4 challenges: Shutterbug



Hack-A-Sat 4 challenges: Shutterbug

Learn Space Math Tools:
● Skyfield
● quaternions
● NASA GMAT

RISC-V RevTools:
● Ghidra
● BinaryNinja



Hack-A-Sat 4 challenges: Shutterbug



Hack-A-Sat 4 challenges: 



Hack-A-Sat: Day 1

We solved Everything!



Hack-A-Sat: Day 2

We solved Everything NOTHING!



Hack-A-Sat: Day 3



mhackeroni wins Hack-A-Sat 4



mhackeroni wins Hack-A-Sat 4



mhackeroni wins Hack-A-Sat 4



mhackeroni wins Hack-A-Sat 4



Thanks!
… and ask us anything :-)

www.mhackeroni.it
info@mhackeroni.it


