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Background

Industry 4.0's digitalization has interconnected
industrial systems, increasing their vulnerability
to cyber attacks.

Critical infrastructure often relies on outdated
operational technology (OT) systems
prioritizing stability over security, making them
particularly susceptible.
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Industrial cyber attacks
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Challenges
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RATIONALE

Engines, servers, and other electrical
equipment can be damaged/destroyed by
changing the operative conditions via the
Internet (e.g., changing speed, load,
ventilation...)

EM and Thermal profiles define a unique
Multi-Physics Fingerprint of the crucial
equipement

DEFENCE BY DISTRIBUTED
SENSING

Early detection of cyber-physical attacks
using distributed temperature and
electromagnetic emission measurements




SCENARIO
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Zero/Low power
batteryless wireless
sensors

Low enviromental
impact

Great capillarity

Monitoring of the
inacessible



System Architecture
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Magnetic
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Real-time data processing
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EM/Thermal fingerprinting
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Real-time
~—Temperature data

‘SYSTEM
STATUS
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Take home messages ((m))

WIRELESS DATA ON TIME ATTACK
ACQUISITION DETECTION

Real-time data acquisition and visual Real-time warning through magnetic
processing through an ad-hoc field measurement

designed dashboard

ANOMALY
LOCALIZATION

Precise fault localization via
wireless temperature sensors
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